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Alan R. Guibord, Chairman and Founder,
Integrated Cyber Solutions, Inc.
&
David Kuhns, CEO and President,
Summit Cyber Solutions, LLC.

nhmainfo@nhmunicipal.org /  800.852.3358 /



How to Participate Today

File “iew Help EI@EI
=] Audio
E Audio Mode: {:} Use Telephone

® Use Mic & Speakers

Open and close your Panel
_>@ & MUTED T

e Submit text questions =
. [=] Questions
e (Q&A addressed during -
today’s session
=
[Enter a question for =taff] =

Start Holding your Own Web Events with
GoToWebinar
VWebinar ID: 977-124-241

Golo\\ebinar™




Alan Guibord
Fmr. CEO of Computerworld

Integrated Cyber Solutions LLC 2018




Changing the Course of History
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The Threat

» The popular misconception is that the “bad actors” target
companies with sensitive data like Lockheed Martin, and
companies with deep pockets like GE.

» The truth is quite the reverse — the attacks are mounted by bots,
and they find the softest targets regardless of company size.

» You will not know that it has happened — nothing goes missing,
nothing changes (apparently)

» The average time to discovery is 228 days

Integrated Cyber Solutions LLC 2018



Some Recent Examples

« Atlanta- Ransomware, down for over a week, cost to date
over $5 million

« Baltimore- 311 and 911 dispatch system down for 17 hours

« South Carolina - Dept. of Revenue, 6.4 million individuals
and business data, over $25 million in lawsuits

« Utah - Hacked over 750,000 medical records

« Washington State - Admin Office of Courts, 160,000 social
security numbers breached

NHM Integrated Cyber Solutions LLC 2018




The Toll It Takes

« After a SamSam attack took down the servers for Bingham
County, Idaho, officials estimated it could take nearly a
year and $100,000 to recover.

« Farmington, NM were still reeling nearly six weeks following
their own SamSam attack, at which point a year’s worth of
files still remained inaccessible.

« Meanwhile, others have spent considerable sums of money
in an effort to mount a defense, only to have it rendered
useless by increasingly evasive malware.

Integrated Cyber Solutions LLC 2018



https://blog.barkly.com/brute-force-ransomware-attack-costs-idaho-county
http://www.daily-times.com/story/news/local/farmington/2018/02/16/continued-recovery-after-ransomware-attack-farmington/346492002/

The Toll It Takes

Mecklenburg County had spent nearly $16 million on backup,
firewall and equipment upgrades in the three years leading up to
its ransomware attack, none of which stopped the crippling hack.

S Integrated Cyber Solutions LLC 2018


http://www.charlotteobserver.com/news/politics-government/article189428824.html#storylink=cpy

Why are Local Governments
Targets?

- They house private data: Not only do local government
networks house valuable data, they can also serve as
gateways into state systems and other larger networks,
where the quantity and value of that data is even greater.

« Critical lack of well-maintained policies, processes, and
planning.

M Integrated Cyber Solutions LLC 2018




Why are Local Governments
Targets?

« Security often isn't a top (or well-funded) priority: When it
comes to security, local governments are typically light on staff,
budget, and resources.

« A recent report for the state of Texas, for example, found
that only 200 cities out of 1,100 in the state had a staff member

dedicated to handle cybersecurity.

M Integrated Cyber Solutions LLC 2018



http://www.star-telegram.com/news/local/community/fort-worth/article198030174.html#storylink=cpy
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In 1983, how many New Hampshire towns and
cities were using computers?

1. None
2. 12

3. 28

4. 35

= ™ INTEGRATED
— @ CYBER SOLUTIONS




Local Municipalities Stats

 40% say attacks are increasing rapidly
« 25% say incidents are occurring hourly

« New research shows that 38 percent of public-sector
entities will suffer a ransomware attack this year, up from
31 percent last year and 13 percent in 2016

« A reportin The Wall Street Journal revealed
that cyberattacks on municipal systems across the U.S.
appear to be rising faster than those in the private sector

HM Integrated Cyber Solutions LLC 2018



https://www.wsj.com/articles/ransom-demands-and-frozen-computers-hackers-hit-towns-across-the-u-s-1529838001

What are the Consequences?

Loss of vital services

« Loss of records

« Loss of productivity

« Cost of recovery comes at taxpayers’ expense
« Inability to collect revenue

« Taxpayer frustration

« Erosion of trust and voter support

Negative effect on new business recruitment

é NHMA Integrated Cyber Solutions LLC 2018
i
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Why Should You Care?

« Bond Ratings
« Personal Information Lawsuits
« Safety of your citizens

« Reputation -
o Real Estate Values
o Loss of new business

 Jobs have been lost

Elections have also been lost

Integrated Cyber Solutions LLC 2018




So What Can | Do
To Minimize Our Risk?




A New Solution 1s Needed

« Athird-party service to detect & kill anomalies in real time,
before any harm can be done.

« A‘three legged stool” approach
o People, Process, and Technology

One comprehensive model that consolidates all activity

Access to the best talent

« Gain access to major threat intelligence sources (e.g. FBI)

Constantly updating to keep up with trends

Integrated Cyber Solutions LLC 2018
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The Cyber Consortium

A new approach to affordable cyber protection
« Sharing the costs reduces them for everyone
« Real-time awareness

« Online access to all activity

O Integrated Cyber Solutions LLC 2018



The Cyber Consortium

« Strength in numbers
 Leveraged costs
« The larger the consortium the less it costs

« Always be up to date with the latest
o Talent, technologies, solutions

« Access to the same defenses as the largest
corporations

Integrated Cyber Solutions LLC 2018




ICS Total Security

“Cyber security is the only aspect of technology where being good is not good enough.
The bad guys will exploit your every weakness.”

Lifeline ﬁor Business"

=N

o 2 0 S

CyberRisk™ CyberSAFE™ CyberSecure™ SOC IRT
* Assessment / Compliance *  Security *  SecurityIncident *  Security Operations * Incident Response
LI for sufficiency, or.... Assessment for Monitoring Center Team
. ISO, NIST, C2M2, PCl, FFIEC Enterprise . Events . Real-time *  Getsclosure
*  Framework IP; Tools IP *  Vulnerability * Allassets e 7x24 *  Avoids repeat
*  Benchmarks *  Fullyautomated *  Real-time *  Experts * Insurance cover
*  People & Process aspects *  Continuous e IT&OT
*y, Customizedtoinstalled base *  Actionable *  Unique “big data”
\ *  Compliance algorithms }

|

ICS Integration Layer — unique big data analytics end-to-end; APl software; workflow processes;tools; leadership

Integrated Cyber Solutions LLC 2018




Meanwhile....

5.
6.
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Make sure that your desktop or laptop or smartphone has the latest
patches, and your anti-virus software is up to date, by switching the
machine off every evening.

Don’t click on URL links embedded in messages.

Change you passwords frequently, and don’t use elements of your personal
passwords for business purposes.

Don’t use WiFi from public places like airports, coffee shops, hotels. It is
very easy for an intruder to install keystroke loggers onto their systems.
Instead use a VPN.

Don’t use URL anonymizers, thinking you are hiding your identity.

Don’t upload sensitive company files to cloud storage like Dropbox.

Integrated Cyber Solutions LLC 2018



Thank Youl!

For more information, Please contact me at
alan.guibord@summmit-cyber.com

Integrated Cyber Solutions LLC 2018 Q ICI:J.;E[-EEE.:}R&%T |EBNI:_)
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August 22 f_

_ Alien Invasion: Preventing Aquatic

Invasive Species in Your Local ‘
Waterbodies

t VENUE
www.nhmunicipal.org



http://www.google.com/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=0CAgQjRw&url=http://around.uoregon.edu/story/human-physiology/coming-attractions-two-human-physiology-lectures-headline-upcoming-events&ei=y1P3VNyVDoGqggT-6IL4AQ&psig=AFQjCNFPxQ8465iGVxoT9hj70D6qLAgOkQ&ust=1425581387307409

September 19
The ABCs of RPCs

t VENUE
www.nhmunicipal.org



http://www.google.com/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=0CAgQjRw&url=http://around.uoregon.edu/story/human-physiology/coming-attractions-two-human-physiology-lectures-headline-upcoming-events&ei=y1P3VNyVDoGqggT-6IL4AQ&psig=AFQjCNFPxQ8465iGVxoT9hj70D6qLAgOkQ&ust=1425581387307409

October 3
Elections: From Registrations
to Results

t VENUE
www.nhmunicipal.org



http://www.google.com/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=0CAgQjRw&url=http://around.uoregon.edu/story/human-physiology/coming-attractions-two-human-physiology-lectures-headline-upcoming-events&ei=y1P3VNyVDoGqggT-6IL4AQ&psig=AFQjCNFPxQ8465iGVxoT9hj70D6qLAgOkQ&ust=1425581387307409
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9:00 am—4:30 pm NHMA I I
I T I n
Wednesday, Seprember 172 = REVISION

Derryfield Banguet Facility 201 8 EHERGY

Manchester

Thursday, Seprember 20 Budget & FiﬂﬂﬂCE

Mountain Club on Loon

Lincoln Workshops

Register online af wearw.nhmunicipal.org under Calendar of Events

Cost is 90 and includa: continental breakfost, lunch, and o copy of MHMA's 2097 editon and 2018
tuppéernent of The Basic Low of Budgedfing: A Guide for Towns, Villoge Districts, and School Disfricts.

Using: the 3017 edson of WMHMA'S Basic I_-J-.n- af mn"ﬁfﬂ.lu and the _.|1-'¥ Sapplement &5 puide, this full-momsng
s Wil acdsess all aspeces of the musacipal budper pevces fncasing oo approfeasios, gooes-tans budgeing, sepa-
tate v specal wasmar gencks mubs-pess comteces, ransfers, bpses, spending knisasons, so-means-no, duties of off;
budget crenmirtess, diallowed approprasons, sp-.-'ﬂl bl.:lp;-l requaseznents under the 5B 2 process (o ffacial Hing)
inclachng secest brw changes, snd atber topacs. - Thes sestion i5 & must foe sembers of govesnisg Bexdics, basdget comamit-
tees, and ather Incal ofiscsls srvobved in the budpes process. Ample Sme willl be prosided foe questoms snd snrwers.

Presented by Seephen Buckler, NHMA Legal Services Counsed, snd Masgarer Byenes, NHMA Sadff Anoeney 11

How to Pay for the Budget You Want
Than session will address the samesos ways o feance the nurmerpal budger inchdiog: wer fees, eserve and specisl e
nue fands, psanscipaed PEFETIIE, 15 1 Funcl 'ﬂﬂl‘l"l" bng-tees debi, beases, Tax Encremens Fsaocing: (TIF), sod of

oo fRoperty axstion.  The impomusce of mpks-yesr plnmicg usng cemitd impeovement plizs will be explined, 2z
well 15 in rverview of mase 4 avdshle aninicpabses,

Presented by: Stephen Tockley, BHMA Legal Sermces Coussel and Basbar Read, NHMA Government Pinaace Advi-
M.

Understonding the Property Tax Syslem
Thels sessiom wall describe how the propert Bx sysiesn works, smchudng schaol, counsy snd vilksee dissrct coanpoments
of property my |tes. Particpasts will bemsyr pndersmad the difference berwesn “assemat™ od “aqualeed™ propesy
valies, how those valises ate used in the 15 mie seiog process, 2ad how io esteaie budpemey macts on the peoper-
Iy tax eane i thesr musscipaly.

Presented by Barbara Resd, NHMA Gowerament Finance Adwsoe

The finad sessacen of the day will explose the infremancn snd dars aveiible o snicpal officsls ad the pubsc oo the
Mew Hampshire Pabic Finaeee Consoeim website. This D Model was develonead o peomde acoess 1o coasistent
ae] temedy datn aboiat Bew Hampsbane local proversments unhizsg feancal infremanon sepooed aanimily be ones
and povwens oo the Deparrment of Revense Admisssteasnn, kg with ather iafogmasan, with 2 poal of belpag o ans-
Ivze teemcds and promde eeleva s comparisns

Presenved by Barbars Read, NHMA Govesssment Finsnce Advisoe.
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/| 2 Right-to-Know Workshops
NHMA

1 Each $75 and includes breakfast and publication

et NHMA offices, 25 Triangle Park Drive, Concord

The Right-to-Enow Law (R3A Chapter ¥1-A) affects every aspect of local government in our state. Every

oand, conumittee, commission, and advisory committee in every iown, city, and village distnict in New

Hampshire mst comply with this law, which requires that discossions and actions of these bodies tale
place in a public meeting, subject to exceptions.

Public Meetings and
Nonpublic Sessions

0:00 Al—12:30 P

Friday, September 28

Join Legal Services Counsel Ssephen Buckley snd Snff
Amoeney Marpaser Byeoes, who wall descuss che require-
mens ine bolding & peoper poblic mesting, a5 well the
exceplioes in the mesting tequisement (the so-caled
“nipa-angetag’. Then the amaemeys will disouss the pie-
prses for whach publc bodies may hold a eonpablic ses-
s, 15 well as the procedural sequicesnents for 4 penper
nonipubbe sessina. The workshop will abo addeess Jiff-
cull “meetog’ weues, such as commanicenions oatsde 5
meeting and deceronic means of commupsscating. These
will he ample trme for quessons snd nswess.

e Shoubd Adseuds
Emﬂhwmw

The Right-to-Enow Law and
Governmental Records

0:00 all—12:30 pIm
Tuesday, October 16

Join WHMA's Legal Servaces Counsed Stephen Backley
and St Agineney Margarer Brrses who will shaee steaze-
s 0 asssl musacipsbzies in hasdbng  povernmen-
1] vecord mariers ansieg under the Bight-n-Know Lew.
Guadance will he peomided on derermiseng whar is a gov-
eraanental fecond, where sooads must be sinesd, amd
when snd how access and copies of pubbe seooeds musg
be prowided. Thes woekshon wil 2k addness whar sec-
oeds are exempt fromn dschsuse, aveg wah whether 3
eecoed seqquest that would requere & search for svuluple
documents must be irlfilled or whesher @ reqoest imer-
massahily sesks 10 creste a eecoed that doss sot eost. Tn
addition, prdisce wdl be peovided on the teseation of
poveranenlsl eeoomds and how chims under the Ripht-ia
- Law aze enforced.

RSA 91-A Impacis Every
Aspeact off Municipal

Goverriment i our Stale.

Top Ten } ; Yips For 1Eg‘.i:tl?ﬁ£ﬂ:l. mformztion, visit
Is it 0 Meeting Flow Chart Questions? Call $00.852 3358 or email
Remaote Parficipation Checkist WHMAre gistrations finhmuricipal org
And More!
Amendecs receive the NHMA publication, A (Guide g0 Open & wr: Mew Hampsfure's Rogivr-ro-Know Las:

o INTEGRATED

¢
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2018 Mumnicipal Law Lecture Series
$90 for three lectures,/$35 per lecture

‘These lechures are intended fior members of the New Hampshire Municpsl fxsocsiion partior-

larty for municipel officals with an intenest in or responsiniity for sny aspert of manicipal iand
mﬂmmmm:ﬁ-nuﬂu:,miuglmmmm

and pubic works persoanel.
Lecture 1 Lecture 2 Lecture 3
Pilanning Board How to Read o Survey Solar Power &
Procedural Basics Plan Laond Lise
Presemters: | €. Chriskine Fillmore, Esqg. Stephan Nix, Esq., Licensed Clayton R. Mitchel,
Gardrer, Fulton & Waugh, LEnd Surveyar Ph.D., Esq.
PLLE University of NH
Meate Miller, AICF,
Diame M. Gorrow, Exq. Deputy Director Jobkn T. Ratigan, Esq.
Soule, Lesie, Kidder, Southesrn NH Planning Commission Donahue, Tucker &
Locations: Seywerd & Lovghoman, PLLC Ciandella, PLLC
Chieshire Cownty Hall ‘Wednesday Wednesday Wednesday
12 Court Street September 26 October 3 October 10
keene 700 prm—9:00 pmi 7:00 prmi—9:00 pm 7:00 prm—5-00 pm
Derry RMunicipal Cir., ‘Wednasday ‘Wednesday Wednesday
14 Manning Strest October 10 September 26 October 3

7:00 pm— 500 pm

Derry 7:00 pmi—9:00 pm 7:00 pm—9:00 pmi
Stratham Munidpal Cir. ‘Wednesday ‘Wednesday Wednesday
10 Bunker Hill Ave. October 3 October 10 September 26
Stratham 7:00 pm—29:00 pm T:00 pm—9:00 pm 700 prm—5-00 prm
HHEA Offices Saturday, October 20
Z5 Trisngle Fark Drive 000 zm-2:00 pm
Comicord : el : - C—
Contirentzl Breakfast & Registration begin at 8:30 am

Far registration information, visit orarw nhonmicipal erg
under Calendar of Events.
Cuestions? Call 80D B52.3358 or email NHMAregistrationsimbhrmmicipal oz,

o\ INTEGRATED

\&® ' CYBER SOLUTIONS
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Sharing Ideas: Shaping the Future

2018 Annual Conference
Wednesday and Thursday, November 14 & 15, 2018

Manchester Downtown Hotel, Manchester, NH
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7 O Jor attending our webinar presentation today!

M ISSION The New Hampshire Municipal Association is a

State ment non-profit, non-partisan association working to
strengthen New Hampshire cities and towns and

their ability to serve the public as a member-
funded, member-governed and member-driven
association since 1941. We serve as a resource for
information, education and legal services.
25 Triangle Park Drive NHMA is a strong, clear voice advocating for
Concord, NH 03301 New Hampshire municipal interests.

www.nhmunicipal.org or
legalinquiries@nhmunicipal.org

603.224.7447
NH Toll Free: 800.852.3358



http://www.nhmunicipal.org/
mailto:legalinquiries@nhmunicipal.org

