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How to Participate Today

• Open and close your Panel

• Submit text questions 

• Q&A addressed during 
today’s session



CYBER
CRIME

Alan Guibord
Fmr. CEO of Computerworld
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The Threat

➢ The popular misconception is that the “bad actors” target 

companies with sensitive data like Lockheed Martin, and 

companies with deep pockets like GE.

➢ The truth is quite the reverse – the attacks are mounted by bots, 

and they find the softest targets regardless of company size.

➢ You will not know that it has happened – nothing goes missing, 

nothing changes (apparently)

➢ The average time to discovery is 228 days

Integrated Cyber Solutions LLC 2018                                                                                          



Some Recent Examples

• Atlanta- Ransomware, down for over a week, cost to date 
over  $5 million

• Baltimore- 311 and 911 dispatch system down for 17 hours

• South Carolina - Dept. of Revenue, 6.4 million individuals 
and business data, over $25 million in lawsuits

• Utah - Hacked over 750,000 medical records

• Washington State - Admin Office of Courts, 160,000 social 
security numbers breached
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The Toll it Takes

• After a SamSam attack took down the servers for Bingham 
County, Idaho, officials estimated it could take nearly a 
year and $100,000 to recover.

• Farmington, NM were still reeling nearly six weeks following 
their own SamSam attack, at which point a year’s worth of 
files still remained inaccessible.

• Meanwhile, others have spent considerable sums of money 
in an effort to mount a defense, only to have it rendered 
useless by increasingly evasive malware.
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https://blog.barkly.com/brute-force-ransomware-attack-costs-idaho-county
http://www.daily-times.com/story/news/local/farmington/2018/02/16/continued-recovery-after-ransomware-attack-farmington/346492002/


Mecklenburg County had spent nearly $16 million on backup, 
firewall and equipment upgrades in the three years leading up to 
its ransomware attack, none of which stopped the crippling hack.

The Toll it Takes
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http://www.charlotteobserver.com/news/politics-government/article189428824.html#storylink=cpy


Why are Local Governments 

Targets?

• They house private data: Not only do local government 
networks house valuable data, they can also serve as 
gateways into state systems and other larger networks, 
where the quantity and value of that data is even greater.

• Critical lack of well-maintained policies, processes, and 
planning.
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• Security often isn't a top (or well-funded) priority: When it 
comes to security, local governments are typically light on staff, 
budget, and resources.

• A recent report for the state of Texas, for example, found 
that only 200 cities out of 1,100 in the state had a staff member 

dedicated to handle cybersecurity.

Why are Local Governments 

Targets?
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http://www.star-telegram.com/news/local/community/fort-worth/article198030174.html#storylink=cpy




In 1983, how many New Hampshire towns and 
cities were using computers?

1.  None

2.  12

3.  28

4.  35

5.  54



Local Municipalities Stats

• 40% say attacks are increasing rapidly

• 25% say incidents are occurring hourly

• New research shows that 38 percent of public-sector 
entities will suffer a ransomware attack this year, up from 
31 percent last year and 13 percent in 2016

• A report in The Wall Street Journal revealed 
that cyberattacks on municipal systems across the U.S. 
appear to be rising faster than those in the private sector
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https://www.wsj.com/articles/ransom-demands-and-frozen-computers-hackers-hit-towns-across-the-u-s-1529838001


What are the Consequences?

• Loss of vital services

• Loss of records

• Loss of productivity

• Cost of recovery comes at taxpayers’ expense

• Inability to collect revenue

• Taxpayer frustration

• Erosion of trust and voter support

• Negative effect on new business recruitment
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Why Should You Care?

• Bond Ratings

• Personal Information Lawsuits

• Safety of your citizens

• Reputation -

o Real Estate Values

o Loss of new business

• Jobs have been lost

• Elections have also been lost
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So What Can I Do 
To Minimize Our Risk?
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A New Solution is Needed

• A third-party service to detect & kill anomalies in real time, 

before any harm can be done.

• A “three legged stool” approach

o People, Process, and Technology

• One comprehensive model that consolidates all activity

• Access to the best talent

• Gain access to major threat intelligence sources (e.g. FBI)

• Constantly updating to keep up with trends
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The Cyber Consortium

• A new approach to affordable cyber protection

• Sharing the costs reduces them for everyone

• Real-time awareness

• Online access to all activity
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• Strength in numbers

• Leveraged costs

• The larger the consortium the less it costs

• Always be up to date with the latest

o Talent, technologies, solutions

• Access to the same defenses as the largest 
corporations

The Cyber Consortium
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• Assessment / Compliance • Security

• ……for sufficiency, or…. Assessment for

• ISO, NIST, C2M2, PCI, FFIEC Enterprise

• Framework IP; Tools IP • Vulnerability

• Benchmarks • Fully automated

• People & Process aspects • Continuous
• Customized to installed base • Actionable

• Compliance

• Security Incident  
Monitoring

• Events
• All assets
• Real-time
• IT & OT
• Unique “big data”  

algorithms

• Security Operations  
Center

• Real-time
• 7x24
• Experts

• Incident Response  
Team

• Gets closure
• Avoids repeat
• Insurance cover

“Cyber security is the only aspect of technology where being good is not good enough.
The bad guys will exploit your every weakness.”

ICS Integration Layer – unique big data analytics end-to-end; API software; workflow processes;tools; leadership

1

CyberRiskTM

2

CyberSAFETM

3

CyberSecureTM

4

SOC

5

IRT

6

ICS Total Security

LifeLine for Business
R
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1. Make sure that your desktop or laptop or smartphone has the latest 

patches, and your anti-virus software is up to date, by switching the 

machine off every evening.

2. Don’t click on URL links embedded in messages.

3. Change you passwords frequently, and don’t use elements of your personal 

passwords for business purposes.

4. Don’t use WiFi from public places like airports, coffee shops, hotels. It is 

very easy for an intruder to install keystroke loggers onto their systems. 

Instead use a VPN.

5. Don’t use URL anonymizers, thinking you are hiding your identity.

6. Don’t upload sensitive company files to cloud storage like Dropbox.

Meanwhile….
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Thank You!

For more information, Please contact me at 
alan.guibord@summmit-cyber.com
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August 22
Alien Invasion: Preventing Aquatic 

Invasive Species in Your Local 
Waterbodies

www.nhmunicipal.org
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September 19
The ABCs of RPCs
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October 3
Elections: From Registrations 

to Results

www.nhmunicipal.org
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for attending our webinar presentation today!

The New Hampshire Municipal Association is a 
non-profit, non-partisan association working to 
strengthen New Hampshire cities and towns and 
their ability to serve the public as a member-
funded, member-governed and member-driven 
association since 1941. We serve as a resource for 
information, education and legal services.  
NHMA is a strong, clear voice advocating for 
New Hampshire municipal interests.

25 Triangle Park Drive
Concord, NH  03301
www.nhmunicipal.org or 
legalinquiries@nhmunicipal.org
603.224.7447
NH Toll Free:  800.852.3358

http://www.nhmunicipal.org/
mailto:legalinquiries@nhmunicipal.org

