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A discussion about safeguarding information and proactively addressing 

potential threats to a municipality and the community it serves. 
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KEY AREAS OF FOCUS



Fraud Situation
THE NEED FOR HEIGHTENED AWARENESS

Criminal attacks are inevitable, data breaches and financial losses don't have to be.



WHAT'S GOING ON
YOU ARE A TARGET



CYBERCRIMINAL METHODOLOGY
TODAY'S CRIMINAL OPERATES DIFFERENTLY



Awareness and Prevention Start With You



A common form of identity theft, account takeover 
(ATO) fraud occurs when cybercriminals gain access 
to your online accounts and use them to withdraw 
money, make purchases, or extract information they 
can sell or use to access your other accounts.

Email, social media and bank accounts are potential 
ATO targets.  Stolen user credentials can be 
purchased on the dark web following a data breach; 
they can also be obtained through phishing and 
malware attacks.

Identity Theft and Account Takeover Fraud



Stay Vigilant Against Persistent Threats 



Cyber Hygiene 

Rule of Thumb:

Avoid sharing 

sensitive data in 

emails, texts, and 

social media –

criminals can use it 

to impersonate you! 



Fraud Mitigation Strategy

Bank-Offered 

Products/Services
Dual Bank / Customer 

Approach
Customer Process/TacticsLegend



TAKEAWAYS
TO HELP PROTECT YOUR ORGANIZATION’S ASSETS

PLAN FOR AN INCIDENT - STEPS TO TAKE, NUMBERS TO CALL

BOOKMARK BANKING SITES, DON’T RELY ON SEARCH

VERIFY THAT THE WEBSITE YOU ARE VISITING IS SECURE

STOP USING PUBLIC WI-FI AND UNSECURE EMAIL 

DO PAYMENT SECURITY TRAINING & TESTING ANNUALLY 

THE BANK WILL NOT CALL/TEXT/EMAIL FOR YOUR CREDENTIALS



MORE TAKEAWAYS
TO HELP PROTECT YOUR ORGANIZATION’S ASSETS

BENCHMARK YOUR PRACTICES 

VERIFY ALL NEW INSTRUCTIONS VERBALLY WITH KNOWN CONTACTS

DESIGNATE RESPONSIBILITY FOR FRAUD PREVENTION 

MAKE CYBER HYGIENE A PRIORITY FOR ALL ENDPOINTS

EVALUATE YOUR CYBER INSURANCE POLICY

PUT BANK-OFFERED SECURITY SERVICES IN PLACE



TD Bank

Fraud Control

TD Commercial Banking Security Center

American Bankers Association (ABA)

banksneveraskthat.com

Cybersecurity & Infrastructure Security Agency

CISA Insights

CISA Cyber Hygiene Services

National Council of Information Sharing & 

Analysis Center (ISAC)

National ISACs

National Institute of Standards and Technology

NIST Cyber Framework

Strategic Treasurer

2022 Treasury Fraud & Controls Survey Report

SecureTreasury Fraud Prevention Training

ADDITIONAL 
RESOURCES 
AT YOUR 
FINGERTIPS

https://www.td.com/us/en/commercial-banking/treasury-management/fraud-control/
https://www.td.com/us/en/commercial-banking/security
https://www.banksneveraskthat.com/
https://www.cisa.gov/insights
https://www.cisa.gov/cyber-hygiene-services
https://www.nationalisacs.org/member-isacs-3
https://www.nist.gov/cyberframework/framework
https://strategictreasurer.com/2022-treasury-fraud-and-controls/
https://strategictreasurer.com/SecureTreasury-registration-td-bank/

